Installing the 7.01 Patch for Mobility XE Server Version 7.0
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Summary

NetMotion Wireless has identified a critical defect in the 7.0 version of the Mobility XE Server software. This technical note contains instructions for downloading and installing a patch that resolves the problem. The patch is applied by replacing the NMPROXY.SYS file in the C:\WINDOWS\SYSTEM32\DRIVERS directory (on Windows 2003) or the C:\WINNT\SYSTEM32\DRIVERS directory (on Windows 2000) with a corrected version. 

Note: The patch only applies to the Mobility XE version 7.0 server. It is not necessary to upgrade or apply patches to the Mobility warehouse, nor is it necessary to upgrade or apply a patch to any devices running version 7.0 of the Mobility client software.

Urgency

If you are currently running version 7.0 of the Mobility XE Server in a production or pilot environment, we urge you to apply this patch as soon as reasonably possible to all version 7.0 servers.

Explanation

The defect may be encountered when a TCP application sends a disconnect, the Mobility server is slow to respond to the disconnect, and then the TCP application sends an abort. This defect could occur on any Mobility 7.0 installation, regardless of deployment size. Although the defect will likely only manifest in a small percentage of deployments, if encountered it will cause the Mobility server to stop responding and will prevent connected Mobility clients from failing over to an available server.

Installation Instructions

Follow these steps to download and install the patch. Since the patch requires rebooting the server machine, you may want to make arrangements to perform this procedure at a time of minimal usage. If you have a pool of NetMotion Servers, the recommended procedure is to take a server offline (via the Server Status page of the Mobility Console), wait until most or all of its connected clients have migrated to another server, then install the patch. After the machine has rebooted, bring the server back online. Repeat the process with all the servers in the pool.

1. Open Windows Explorer and navigate to the C:\WINDOWS\SYSTEM32\DRIVERS directory (on Windows 2003) or the C:\WINNT\SYSTEM32\DRIVERS directory (on Windows 2000). 

2. Rename the file NMPROXY.SYS to NMPROXY.SYS.OLD. Note: Mobility will continue to operate properly after the file is renamed. The new file will take effect when the machine is rebooted. 

3. Download the updated NMPROXY.SYS file and copy it into the C:\WINDOWS\SYSTEM32\DRIVERS directory (on Windows 2003) or the C:\WINNT\SYSTEM32\DRIVERS directory (on Windows 2000). 

4. Reboot the server machine. 

